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{0 Secure Biometric Interface (SBI) Standard
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¥  Symmetric and Asymmetric Encryption

Symmetric Encryption Asymmetric Encryption
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Hashing & Digital Signature
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#  Certificate

Certificate Chain Validation

'y Certificate Information

This certificate is intended for the following purpose(s):

« Ensures the identity of a remote computer
+2.23.140.1.2.2

End Entity Certificate

Issued to:  *.google.com

Owner’s Distinguished
Name

Owner's Public Key Valid from 03-09-2020 to 26-11-2020

Issuer’s (CA) Reference
Distinguished Name Issuer Statement

Sign z
Issuer’s (CA) Signature e mm e Intermediate Certificate

Issued by: GTS CA 101

Issue r’s Distinguished
Name
#  Certificate
Issuer’s Public Key v
ils Certification Path
Root CA Reference Certification path
Distinguished Name £ Google Trust Services - GlobalSign Root CA-R2
) GTS CA 101
i i ags 88 *.google.com
Root CA Signature Root CA Private Key Root Certificate
i
. Root CA
Self-Sign ! Distinguished Name
1
L Root CA Public Key
Verify Signature i
Ll Root CA Signature

View Certificate

Certificate status:

|This certificate is OK.
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SBI 1.0 and SBI 2.0

- Signing is done on the
host inside its device
driver or the SBI service

 The trust is provided at
the software level. No
hardware level trust
exist.

SBI 1.0 (Controlled Enviroment)

« Signing on the device
inside its trusted zone.
« The trust is provided by

a secure chip with
secure execution
environment

SBI 2.0 (Uncontrolled Environment)
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Secure Biometric Interface

« No external Biometrics
can be injected

« Should have a signing
mechanism

« Signing Keys cannot
e extracted

« Biometric Capture
Processing, Signhing
and encryption

SBI Service

 Rotate the signing
keys.

- Validate own devices
and issue certificates

« Repo of devices,
Device Provider Keys in
HSM (FIPS 140-2 L3)

« Sync time with SBj;
manage upgrades

Management Server
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Secure Capture/Transfer of Biometrics

Hash, Encrypt,
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Device Discovery

Device Info

Capture

Device Stream

Registration Capture

SBI Communication Interfaces

Device discovery would be used to identify MOSIP compliant
devices in a system by the applications

The device information APl would be used to identify the MOSIP
compliant devices and their status by the applications

Used to capture a biometric from MOSIP compliant devices by the
applications. Response will provide the actual biometric data in
encrypted and digitally signed form

Used only for the registration module compatible devices. Visible
only for the devices that are registered for the purpose as
'Registration”.

Used by Registration Client.

» Response will provide the actual biometric data in a digitally
signed non encrypted form.

« The device to send the images as well as its extraction values.
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It's all about Trust!

Line of
trust

—————— > Device
Provider
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Device 2

FTM
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On boarding/Trusting the Device Provider

1. "ABC Biometrics" obtains a CA signed certificate from a valid CA registered in the MOSIP
ecosystem

Certificate Signing Request
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ABC Biometrics Country Approved

(Imaginary) Certificate Authority
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**  On boarding/Trusting the Device Provider

2. "ABC Biometrics" now uploads the CA signed certificate in MOSIP's partner management
portal to get a MOSIP signed certificate which is later uploaded to the Management Server

CA Signed Certificate
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ABC Biometrics MOSIP Signed Certificate MOSIP Server
(Imaginary)

=
R

MOSIP Signed Certificate

(e

HSM

ABC Management Server
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¥  On boarding/Trusting the Device Provider

3. Each individual device or SBI creates its own key pair, and sends the public key to the Management
Server gets back a "ABC Biometrics" signed public certificate
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@ Secure Biometrics Interface

Device Public Key

A
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ABC Signed Device Public Key

I
ABC Management Server
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**  On boarding/Trusting the Device Provider

Capture Call

Y
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Capture Response

X - (V) Digital ID , _
@ N Data St’;?"ed N =, Signedwith # Secure Biometrics Interface
\ Wi —
' Device Key or

Host Application Device Key
Encrypted ABC Signed FTM Key Hash Value
Biometrics Device Public Key
in Header

o Authentication
Request

4. Host application invokes capture request, as a response encrypted biometrics, data signed with
device key, ABC signed device public key, digital ID and hash of the data are provided by the SBI.
This is sent along with Auth or e-KYC request to MOSIP.

5. MOSIP verifies if ABC is trusted in the system and sign or root gets validated.

MOSIP Server
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{2 Foundational Trust Module (FTM) - SBI 2.0

Securely
Generate, Asymmetric and
Process and Symmetric Key
Store Generation
Cryptographic
Keys

Protect the Keys
from
tampering/atta
cks & extraction

Secure Boot Run Trusted Forward only

Verify Code Applications upgrades

Certificate
All required Issuance in a
biometric secure
processing provisioning
facility

Validate
Integrity
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Biometric SDK




€3 Biometric SDK - High Level Overview

ABIS
Capture
Request Dedupe
Reg
Signed Packets
Biometrics
REG PROCESSOR
REG CLIENT
ID AUTH
Host Machine MOSIP Backend
Register
DeRegister
Capture
Request
e AUTH Register Device
APP DeRegister Device
Encrypted Key Rotation
and Signed

Biometrics

Host Machine [ tegend |
[ BiosOKIntegration Points
- Biometric Device Related




o) Biometric SDK - Function
Quality Checker
oChecks the quality of input biometrics and returns quality score for the same.

oWhen the Biometric image is received by MOSIP in the registration client this
method is used to check the quality of the image

Matcher

oMatches the captured biometric record or a list of biometric records (based on
single match or composite match), matches it against list of stored biometric
records. It then returns a matching score against each stored biometric record
or a composite matching score for the list of input biometric records.

oUsed for authentication of operators in registration client

Extractor

oExtracts salient features and patterns of input biometric record to use in fast
comparison. It returns the extracted biometric record, ex:- Finger Minutiae
points



ABIS
(Automated Biometric
Identification System)




{2 ABIS - Overview

Other Error
Messages

TR
Retry or Failure
Flow as per
ABIS policy
—

)

Yes Call the Data Share
Endpoint with the
token

Store Data in
ABIS

| —

Pick an Insert request Get the Datashare Retrl\{e the T
P, URL fiom the teuest authentication token
om the queue om the reques irom ABIS store

Error Code
KER-ATH-401

Call MOSIP Auth
Manager to get new <
token

NOTE: Assuming, ABIS store is a in-memory store for ABIS to keep the JWT token

Store token in ABIS
store



{2 ABIS - Overview

e Providing a unique identity for a resident is one of key features
e ABIS is used for 1:N de-duplication of a resident biometric data

e ABIS system never comes to know about resident's identity. Any Personally
Identifiable Information (PIl) such as demographic details or RID (Request
ID for Registration) is not shared with the ABIS system

e MOSIP maintains a mapping between the ABIS specific referencelD and
RID of the resident

e ABIS must support the following types of biometric images:
o Individual fingerprint images (segmented)
o Irisimages (left, right)
o Faceimage

e ABIS Operations — Insert, Identify, Delete, Ping, Reference Count



{2 API Specifications

e https:/docs.mosip.io/1.1.5/biometrics/mosip-device-serv
ice-specification

e https://docs.mosip.io/1.1.5/biometrics/biometric-specific
ation

e https://docs.mosip.io/1.1.5/biometrics/biometric-sdk

e https://docs.mosip.io/1.1.5/biometrics/automated-biom
etric-identification-system-abis



https://docs.mosip.io/1.1.5/biometrics/mosip-device-service-specification
https://docs.mosip.io/1.1.5/biometrics/mosip-device-service-specification
https://docs.mosip.io/1.1.5/biometrics/biometric-specification
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https://docs.mosip.io/1.1.5/biometrics/automated-biometric-identification-system-abis

Any Questions?



Thank You!

Documentation: docs.mosip.io
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https://community.mosip.io/

